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Abstract

This document details on the HSM Proxy web service specifications.
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1. Introduction

The HSM Proxy web service is implemented according to OASIS DSS Core
1.0 [http://docs.oasis-open.org/dss/vl.0/oasis-dss-core-spec-v1.0-os.html] and OASIS WS-
Security 1.1 [https://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-0s-
SOAPMessageSecurity.pdf] standards.

The HSM Proxy implements a custom OASIS DSS profile with URI:

urn: be: fedict: hsm proxy: ws: dss: profil es: hsm proxy: 1.0

The messages are transported using W3C SOAP 1.2 [http://www.w3.0rg/TR/soapl2-partl/] over
TLS 1.0 [http://www.ietf.org/rfc/rfc2246.txt] .

The XML namespaces used in the following sections are described in Table 1, “XML Namespaces”
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Table 1. XML Namespaces

Prefix Namespace

dss urn: oasi s: nanes:tc:dss: 1. 0: core: schema

ds http://ww. w3. or g/ 2000/ 09/ xm dsi g#

soapl2 http://ww. w3. or g/ 2003/ 05/ soap- envel ope

wsse http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-

wssecurity-secext-1.0.xsd

wsu http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-
wssecurity-utility-1.0.xsd

ec http://ww. w3. or g/ 2001/ 10/ xm - exc- c1l4n#

hsm urn: be: fedi ct: hsm proxy: ws: dss: profil es: hsmproxy: 1.0

2. Sighatures

2.1. Request

An example signature request message without SOAP envelope:

<dss: Si gnRequest Request| D="request-id"
Profile="urn: be: fedict: hsm proxy: ws:dss: profil es: hsm proxy: 1. 0">
<dss: Opti onal | nput s>
<dss: KeySel ect or >
<ds: Keyl nf 0>
<ds: KeyNane>al i as</ ds: KeyNane>
</ ds: Keyl nf 0>
</ dss: KeySel ect or >
<dss: Si gnatureType>urn:ietf:rfc: 3447</dss: Si gnat ur eType>
</ dss: Optional | nput s>
<dss: | nput Docunent s>
<dss: Docunent Hash>
<ds: Di gest Met hod
Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>Kqg5sNcl Pz7Qv2+l f Q uc6R7o0Ru0=</ ds: Di gest Val ue>
</ dss: Docunent Hash>
</ dss: | nput Docunent s>
</ dss: Si gnRequest >

The signature type URI refers to a PKCS#1 signature.

The supported digest algorithms are listed in Table 2, “Digest Algorithms” .
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Table 2. Digest Algorithms

Digest Method Algorithm URI

‘ http://ww. w3. or g/ 2000/ 09/ xnm dsi g#shal ‘
‘ http://ww. w3. or g/ 2001/ 04/ xm enc#sha256 ‘
‘ http://ww. w3. org/ 2001/ 04/ xm enc#sha512 ‘

2.2. Response

The corresponding signature response message without SOAP envelope:

<dss: Si gnResponse Request| D="request-id"
Profil e="urn: be: fedict: hsm proxy: ws:dss: profiles: hsm proxy:1.0">
<dss: Resul t >
<dss: Resul t Maj or >
urn: oasi s: nanes: tc: dss: 1. 0: resul t maj or: Success
</ dss: Resul t Maj or >
<dss: Resul t M nor >
urn:oasi s: nanmes: tc: dss: 1. 0: resul t m nor:valid: signature: OnAl | Docunent s
</ dss: Resul t M nor >
</ dss: Resul t >
<dss: Si gnat ur etoj ect >
<dss: Base64Si gnat ure>. .. </ dss: Base64Si gnat ur e>
</ dss: Si gnat ur eObj ect >
</ dss: Si gnResponse>

The <dss: Base64Si gnat ur e> element contains the base64 encoded PKCS#1 RSA signature
value.

3. Aliases

Via the HSM Proxy web service you can also retrieve a list of available aliases.

3.1. Request

An example request message without SOAP envelope:

<hsm Get Al i asesRequest Request| D="request-id"
Profile="urn: be: fedict: hsm proxy: ws:dss: profil es: hsm proxy:1.0"/>

Notice here that the <hsm Get Al i asesRequest > element is part of an HSM Proxy specific OASIS
DSS profile. The corresponding XML namespace and profile URI are:
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urn: be: fedi ct: hsm proxy: ws: dss: profil es: hsm proxy: 1.0

3.2. Response

An example response message without SOAP envelope:

<dss: Response
Profil e="urn: be: fedict: hsm proxy: ws: dss: profiles: hsm proxy: 1. 0"
Request | D="request -i d">
<dss: Resul t >
<dss: Resul t Mpj or >
urn:oasi s: nanmes:tc: dss: 1. 0: resul t maj or: Success
</ dss: Resul t Maj or >
</ dss: Resul t >
<dss: Opti onal Qut put s>
<dss: KeySel ect or >
<ds: Keyl nf 0>
<ds: KeyNane>al i as</ ds: KeyNane>
</ ds: Keyl nf 0>
</ dss: KeySel ect or >

</ dss: Opti onal Qut put s>
</ dss: Response>

4. Get Certificate Chain

Via the HSM Proxy web service you can also retrieve a certificate chain for a given alias.

4.1. Request

An example request message without SOAP envelope:

<hsm Get Certi fi cat eChai nRequest Request| D="request-id"
Profile="urn: be: fedict: hsmproxy: ws: dss: profiles: hsm proxy: 1. 0">
<dss: Opti onal | nput s>
<dss: KeySel ect or >
<ds: Keyl nf o>
<ds: KeyNane>al i as</ ds: KeyNane>
</ ds: Keyl nf 0>
</ dss: KeySel ect or >
</ dss: Optional | nput s>
</ hsm Get Certi fi cat eChai nRequest >
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Notice here that the <hsm Get Certi fi cat eChai nRequest > element is part of an HSM Proxy
specific OASIS DSS profile. The corresponding XML namespace and profile URI are:

urn: be: fedi ct: hsm proxy: ws: dss: profil es: hsm proxy: 1.0

4.2. Response

An example response message without SOAP envelope:

<dss: Response Profile="urn:be:fedict: hsm proxy:ws:dss: profiles: hsm proxy: 1. 0"
Request | D="r equest-i d">
<dss: Resul t >
<dss: Resul t Mpj or >
urn:oasi s: nanmes:tc: dss: 1. 0:resul t maj or: Success
</ dss: Resul t Maj or >
</ dss: Resul t >
<dss: Opti onal Qut put s>
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate>...</ds: X509Certificate>

<ds: X509Certificate>...</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ dss: Opti onal Qut put s>
</ dss: Response>

5. Security

The web service client should add a WS-Security SOAP header according to OASIS
WS-Security X.509 Certificate Token Profile 1.1 [https://www.0asis-open.org/committees/
download.php/16785/wss-v1.1-spec-0s-x509TokenProfile.pdf] . Example SOAP message with
WS-Security SOAP header:

<?xm version="1.0"?>
<soapl2: Envel ope>
<soapl2: Header >
<wsse: Security soapl2: must Under st and="true">
<wsu: Ti nest anp wsu: | d="TS">
<wsu: Creat ed>2013- 05- 15T09: 21: 45. 483Z</ wsu: Cr eat ed>
<wsu: Expi res>2013- 05- 15T09: 26: 45. 483Z</ wsu: Expi r es>
</wsu: Ti mest anp>
<wsse: Bi narySecurityToken
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Encodi ngType="htt p:// docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401-
WsS- soap- nessage- security-1. 0#Base64Bi nary"
Val ueType="htt p://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401-
wss- x509-t oken-profile-1. 0#X509v3"
wsu: | d="X509" >

</wsse: Bi narySecurityToken>
<ds: Signature 1d="SIG'>
<ds: Si gnedI nf 0>
<ds: Canoni cal i zati onMet hod
Al gorithnm="http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#" >
<ec: | ncl usi veNanmespaces PrefixLi st="soapl2"/>
</ ds: Canoni cal i zati onMet hod>
<ds: Si gnat ur eMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#r sa-
sha256"/ >
<ds: Ref erence URI ="#TS">
<ds: Tr ansf or n>
<ds: Transf orm
Al gorithm="http://ww.w3. org/ 2001/ 10/ xm - exc- c1l4n#" >
<ec: | ncl usi veNanespaces Prefi xLi st="wsse soapl2"/>
</ ds: Tr ansf or n»
</ ds: Tr ansf or ms>
<ds: Di gest Met hod
Al gorithnme"http://ww. w3. org/ 2001/ 04/ xnl enc#sha256"/ >
<ds: Di gest Val ue>. .. </ ds: D gest Val ue>
</ ds: Ref erence>
<ds: Reference URI ="#i d-body">
<ds: Tr ansf or n>
<ds: Tr ansf orm
Al gorithm="http://ww.w3. org/ 2001/ 10/ xm - exc- c1l4n#" >
<ec: | ncl usi veNanmespaces PrefixList=""/>
</ ds: Tr ansf or n»
</ ds: Tr ansf or ns>
<ds: Di gest Met hod
Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >
<ds: Di gest Val ue>. .. </ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ureVal ue>. .. </ ds: Si gnat ur eVal ue>
<ds: Keylnfo Id="KI">
<wsse: SecurityTokenRef erence wsu: | d="STR'>
<wsse: Ref erence URI ="#X509"
Val ueType="htt p://docs. oasi s- open. or g/ wss/ 2004/ 01/
oasi s-200401- wss- x509-t oken-profil e-1. 0#X509v3"/ >
</ wsse: Securit yTokenRef er ence>
</ ds: Keyl nf 0>
</ ds: Si gnat ur e>
</ wsse: Security>
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</ soapl2: Header >
<soapl2: Body wsu:ld="id-body">

</ soapl2: Body>
</ soapl2: Envel ope>

Each request SHOULD include a WS-Security SOAP header as above. A wsu: Ti mest anp
timestamp element MUST be included. The signature MUST digest both the timestamp and the
SOAP body element. The signature digest algorithm MUST be SHA-256. The signature algorithm
must be SHA-256 with RSA.

A. HSM Proxy Web Service Specifications License

@ecel

This document has been released under the Creative Commons 3.0 [http://creativecommons.org/
licenses/by-nc-nd/3.0/] license.

B. HSM Proxy Project License

The HSM Proxy Project source code has been released under the GNU LGPL version 3.0.

This is free software; you can redistribute it and/or nodify it under the terns
of the GNU Lesser GCeneral Public License version 3.0 as published by the Free
Sof t war e Foundati on.

This software is distributed in the hope that it will be useful, but WTHOUT ANY
WARRANTY; without even the inplied warranty of MERCHANTABI LI TY or FI TNESS FOR A
PARTI CULAR PURPCSE. See the GNU Lesser General Public License for nore details.

You shoul d have received a copy of the GNU Lesser General Public License along
with this software; if not, see http://ww.gnu.org/licenses/.
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