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Abstract

This manual describes the installation procedure for the HSM Proxy product.
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1. Introduction

This installation manual assumes installation of the HSM Proxy product on Linux, preferably RHEL
6.4+ or CentOS 6.4+.

A Java runtime needs to be available. This can be either Java 6 or Java 7.

2. Application Server

The HSP Proxy product has been targeted towards JBoss AS 7.1.3.Final, and 7.2.0.Final.
Instructions on how to compile the JBoss Application Server are given in Section 4, “Compiling
JBoss Application Server” . The application also works on JBoss EAP 6.1.0.Alphal, and
6.1.0.Betal.

In the following sections we assume that $JBOSS_HOME denotes the directory where the JBoss
Application Server lives.

You need to configure the Application Server for HSM Proxy to be able to run properly. For the
JBoss Application server, the configuration file is $JBOSS_HOVE/ st andal one/ confi gur ati on/
st andal one. xm
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2.1. Logging

Add under <subsyst em xm ns="ur n: j boss: domai n: | oggi ng: 1. 2" >

<fil e-handl er nanme="FEDI CT" aut of | ush="true">
<l evel nane="DEBUG'/ >
<file relative-to="jboss.server.log.dir" path="fedict.|og"/>
<append val ue="true"/>
</file-handl er>
<l ogger category="be.fedict" use-parent-handl ers="fal se">
<l evel nanme="DEBUG'/>
<handl er s>
<handl er nane="FEDI CT"/ >
</ handl er s>
</l ogger >

ﬁ Logging level

Depending on the production load and/or security requirements, you can change
the logging level to | NFOor even WARN .

View the HSM Proxy specific logging via:

cd $JBOSS_HOMWE/ st andal one/ | og/
tail -F fedict.log

If you need to check the JBoss security layer for correct operations, add:

<l ogger category="org.jboss. as.security">
<l evel name="TRACE"/>
<handl er s>
<handl er nanme="FED CT"/ >
</ handl er s>
</l ogger >
<l ogger category="org.jboss.security">
<l evel nane="TRACE"'/>
<handl er s>
<handl er nane="FEDI CT"/ >
</ handl er s>
</ | ogger >




Security Domains

2.2. Security Domains

Add within <subsystem xnl ns="urn:jboss: domai n: security: 1.2"> under <security-
domai ns>

<security-donmai n name="hsm proxy-client" cache-type="defaul t">
<aut henti cati on>
<l ogi n- nodul e code="org.jboss. security.CientLogi nMdul e"
flag="required">
<nodul e-opti on name="mul ti-threaded" val ue="true"/>
<nmodul e- opti on name="restore-|ogin-identity" value="true"/>
</l ogi n- nodul e>
</ aut henti cati on>
</ security-domai n>
<security-donmai n nane="hsm proxy-application" cache-type="default">
<aut henti cati on>
<l ogi n- nodul e code="he. f edi ct. hsm nodel . security. Applicati onLogi nModul e"
flag="required"/>
</ aut henti cati on>
</ security-domai n>
<security-domai n nane="hsm proxy-adm ni strator" cache-type="defaul t">
<aut henti cati on>
<l ogi n- nodul e
code="be. f edi ct. hsm nodel . security. Adm ni st rat or Logi nModul e"
flag="required"/>
</ aut henti cati on>
</ security-domai n>

2.3. Database

The HSM Proxy requires a database to operate. The HSM Proxy product itself is database agnostic
and should run on any database which provides proper JDBC 4 drivers.

2.3.1. MySQL

This section described the setup required to use MySQL as underlying database.

First we need to create a dedicated database user.

nysql -u root -p

CREATE USER ' hsmproxy' @1 ocal host' | DENTI FI ED BY ' hsnpr oxy'
GRANT ALL PRI VI LEGES ON hsnproxy.* TO ' hsnproxy' @I ocal host' ;
FLUSH PRI VI LEGES

EXI T;

Now we create the database via:
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nysql -u hsnproxy -p
CREATE DATABASE hsnpr oxy;
EXI T;

Next we need to configure the JDBC module within the application server.

First download the latest MySQL JDBC driver and unzip under your home directory:
unzi p nysql -connector-java-5.1.25.zip

Create under $JB0OSS_HOVE/ nodul es/ (JBoss AS 7.1.3.Final) or $IBOSS_HOME/ nodul es/ syst eml
| ayer s/ base/ (JBoss AS 7.2.0.Final, or JBoss EAP 6.x):

nkdir -p com nysql/main

cp ~/ nysql -connector-java-5. 1. 25/ nysql - connector-java-5. 1. 25-bin.jar com nmysql/
mai n

vi m conf nysql / mai n/ nodul e. xm

And put in nodul e. xnl the following:

<?xm version="1.0" encodi ng="UTF-8"?>
<modul e xm ns="urn:j boss: nodul e: 1. 1" nanme="com nysql ">
<r esour ces>
<resource-root path="mysql-connector-java-5.1.25-bin.jar"/>
</ resour ces>
<dependenci es>
<nmodul e name="j avax. api "/ >
<nmodul e nanme="j avax.transaction. api"/>
</ dependenci es>
</ nodul e>

Finally we configure st andal one. xn as follows.

Under <subsyst em xm ns="ur n: j boss: domai n: dat asources: 1. 1"> we add a new <dri ver >
under <dri vers> .

<driver nanme="com nysql" nodul e="com nysql ">
<xa- dat asour ce- cl ass>
com nysql . j dbc. j dbc2. opti onal . Mysql XADat aSour ce
</ xa- dat asour ce- cl ass>
</driver>
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Under <dat asour ces> we add a new <xa- dat asour ce> .

<xa- dat asource jndi - name="j ava: j boss/ dat asour ces/ HSMPr oxyDS"

pool - nane="HSMPr oxyDS" enabl ed="true" >

<xa- dat asour ce- property nanme="URL">
jdbc: mysql :/ /1 ocal host : 3306/ hsnpr oxy

</ xa- dat asour ce- property>

<driver>com nysql </dri ver>

<xa- pool >
<m n- pool - si ze>10</ m n- pool - si ze>
<max- pool - si ze>100</ max- pool - si ze>
<prefill>true</prefill>

</ xa- pool >

<security>
<user - nanme>hsnpr oxy</ user - nane>
<passwor d>hsnpr oxy</ passwor d>

</security>

<st at enent >
<pr epar ed- st at ement - cache- si ze>32</ pr epar ed- st at enent - cache- si ze>
<shar e- pr epar ed- st at ement s>t r ue</ shar e- pr epar ed- st at enment s>

</ st at ement >

</ xa- dat asour ce>

Per default the MySQL database operates using the non-transactional MyISAM database engine.
On the JBoss Application Server we use XA transactions to be able to cover transactions involving
both the database and JMS. So we need to tune the MySQL database to use the InnoDB database
engine. Check whether the MySQL server supports the InnoDB database engine via:

nysql -p
SHOW ENGl NES;
QT

In/etc/ny. cnf add the following line:

[nysql d]
def aul t - st or age- engi ne=i nnodb

Restart the MySQL server via:

service nysqld restart
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Now you can restart the application server. After deploying the HSM Proxy application, you can
check the SQL database schema via tools like SQuirreL SQL.

Database password

In the above configuration we fix the database password to hsnpr oxy . Of course,
you should change the database password for production deployments.

Check whether existing database tables use the InnoDB database engine via:

nmysql -u hsnmproxy -p hsnproxy

SELECT tabl e_name, Engi ne FROM i nformation_schena.tables WHERE table_schema =
" hsnproxy' ;

EXI T;

If required, you can convert existing database tables to the InnoDB database engine via:

ALTER TABLE t abl e_name ENG NE=I nnoDB;

2.4. AJP Connector

Enable the AJP connector by adding the following under <subsystem
xm ns="urn:j boss: donai n: web: 1. 4">:

<connect or nane="aj p" protocol ="AJP/ 1. 3" schene="https" socket - bi ndi ng="aj p"/>

2.5. Starting

Start the Application Server via:

cd $JBOSS_HOVE/ bi n
./ standal one. sh --server-config=standal one. xm

2.6. Stopping

Shutdown the Application Server via:

cd $JBCSS_HOVE/ bi n
./jboss-cli.sh
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connect
shut down
exit

2.7. Deploying

Finally you can deploy the HSM Proxy application via:

cd $JBOSS_HOVE/ bi n

./jboss-cli.sh

connect

depl oy /path/to/your/hsm proxy-depl oy-0. 4. 0- producti on. ear
exit

2.8. Undeploying

Before upgrading the HSM Proxy application you have to undeploy the previous version.
Undeploying the application can be done via:

cd $JBOSS_HOVE/ bi n

./jboss-cli.sh

connect

cd depl oynment

I's

undepl oy hsm proxy-depl oy-0. 4. 0- pr oducti on. ear
I's

exit

3. Apache

The front-end Apache web server should be configured via /etc/httpd/ conf.d/ hsm

proxy. conf :

<Location "/ hsm proxy-adm n">
ProxyPass aj p://1 ocal host: 8009/ hsm pr oxy-adm n
</ Locati on>
<Location "/hsm proxy-ws">
ProxyPass aj p://1 ocal host: 8009/ hsm pr oxy-ws
</ Locati on>

Gracefully restart the Apache web server via:
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service httpd graceful

Web Service Endpoint

Although the web service endpoint has been secured using WS-Security, please
keep in mind that by making the web service endpoint available via Apache you
expose yourself to possible attacks. It is advised to limit the exposure of the web
service endpoint to the public internet if possible.

4. Compiling JBoss Application Server

First we need to checkout the source code from GIT.
git clone https://github.comw | dfly/w ldfly.git

Next we build version 7.2.0.Final via:

cd wildfly/
git checkout 7.2.0.Final
m/n clean install -Drel ease=true -Dnaven.test. skip=true

In case you work behind an HTTP proxy you might want to compile via:

mvn cl ean install -Drel ease=true - Dmaven. t est. ski p=true -
Dht t p. pr oxyHost =pr oxy. youri ct.net -Dhttp. proxyPort=8080

The ZIP distribution is located under di st/ t ar get .

A. HSM Proxy Installation Manual License

@JOES

This document has been released under the Creative Commons 3.0 [http://creativecommons.org/
licenses/by-nc-nd/3.0/] license.

B. HSM Proxy Project License

The HSM Proxy Project source code has been released under the GNU LGPL version 3.0.



http://creativecommons.org/licenses/by-nc-nd/3.0/
http://creativecommons.org/licenses/by-nc-nd/3.0/
http://creativecommons.org/licenses/by-nc-nd/3.0/

HSM Proxy Project License

This is free software; you can redistribute it and/or nodify it under the termns
of the GNU Lesser General Public License version 3.0 as published by the Free
Sof t war e Foundati on.

This software is distributed in the hope that it will be useful, but WTHOUT ANY
WARRANTY; wi t hout even the inplied warranty of MERCHANTABI LI TY or FI TNESS FOR A
PARTI CULAR PURPCSE. See the GNU Lesser General Public License for nore details.

You shoul d have received a copy of the GNU Lesser General Public License al ong
with this software; if not, see http://ww.gnu.org/licenses/.
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