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Abstract

This manual describes how to use the HSM Proxy JCA security provider.
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1. Introduction

The HSM Proxy web service is implemented according to OASIS DSS and WS-Security
standards.

To ease integration in Java environments, we implemented a JCA security provider.

First of all you need to register your application via the HSM Proxy Administrator. This procedure
requires you to communicate the application name, and the required key aliases. You also need
to provide the administrator with your (self-signed) credential certificate. This credential is used to
secure the communication between your application and the HSM Proxy web service. In Section 3,
“Creation of PKCS#12 credential key stores” we describe how to create a credential key store.

After the HSM Proxy Administrator mapped your application key aliases to the appropriate HSM
key store entries, you are ready to use the HSM Proxy via the JCA security provider.

2. JCA Security Provider

An example of how to use the HSM Proxy JCA security provider is given below.

i nport java.security. Security;

i mport be.fedict.hsmjca. HSMPr oxyProvi der;

i mport java.security. KeyStore;

i mport java.security. PrivateKey;

i nport java.security.cert.X509Certificate;

i mport be.fedict.hsmjca. HSMPr oxyKeySt or ePar anet er ;
i mport java.security. Signature;
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Security. addProvi der (new HSMPr oxyProvi der());
KeySt ore keyStore = KeyStore. getlnstance("HSMProxy");

PrivateKey credential PrivateKey = ... load fromcredential key store ..
X509Certificate credential Certificate = ... load fromcredential key store ...

HSMPr oxyKey St or ePar anet er keySt or ePar amet er = new HSMPr oxyKeySt or ePar anet er (
credential PrivateKey, credential Certificate
"http://1ocal host: 8080/ hsm proxy-ws/dss");

keySt ore. | oad( keySt or ePar anet er) ;

PrivateKey privateKey = (PrivateKey) keyStore.getKey("your-key-alias", null);

Si gnature signature = Signature.getlnstance("SHALw t hRSA");
signature.initSign(privateKey);

byte[] toBeSigned = "hello world". getBytes();

si gnat ur e. updat e(t oBeSi gned) ;

byte[] signatureValue = signature.sign();

When using Maven you can include the HSM Proxy JCA security provider dependency by adding
the following under <dependenci es> within your pom xm :

<dependency>
<groupl d>be. f edi ct. hsm proxy</ gr oupl d>
<artifactld>hsm proxy-jca</artifactld>
<version>0. 1. 1</ versi on>

</ dependency>

3. Creation of PKCS#12 credential key stores

This section described how to create PKCS#12 key stores using OpenSSL.

Create a 1024 bit RSA key pair with default public exponent via:

openssl genrsa -out key.pem-F4 1024
chrmod og-rw key. pem

Create a new self-signed certificate via:

openssl req -config openssl.conf -new -x509 -key key.pem -out cert.pem -verbose
-days 365

with the configuration file openssl . conf containing the following:
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[req]
di sti ngui shed_nanme = req_di stingui shed_nane
prompt = no

x509_ext ensi ons = req_x509_ext ensi ons

[ reqg_di sti ngui shed_nane]

commonNanme=Test Credenti al

[ req_x509_ext ensi ons]

View the new X509 certificate via:

openssl x509 -noout -text -in cert.pem

Create a PKCS#12 key store via:

openssl pkcsl1l2 -export -out keystore.pl2 -inkey key.pem-in cert.pem-nane alias
View the content of the PKCS#12 key store via:

openssl pkcsl2 -info -in keystore.pl2

Convert a certificate from PEM format to DER format via:
openssl x509 -in cert.pem-out cert.der -outform DER

View the content of the PKCS#12 via the Java keyt ool tool:

keytool -list -storetype PKCS12 -keystore keystore.pl2

4. Security Considerations

The HSM Proxy web service SHOULD be invoked over SSL. For the moment the web service
SOAP response messages are not signed at the WS-Security level. Hence unilateral SSL is the
only way to safely authenticate the HSM Proxy instance.
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A. HSM Proxy Developer's Guide License

@050

This document has been released under the Creative Commons 3.0 [http://creativecommons.org/
licenses/by-nc-nd/3.0/] license.

B. HSM Proxy Project License

The HSM Proxy Project source code has been released under the GNU LGPL version 3.0.

This is free software; you can redistribute it and/or nodify it under the termns
of the GNU Lesser GCeneral Public License version 3.0 as published by the Free
Sof t war e Foundati on.

This software is distributed in the hope that it will be useful, but WTHOUT ANY
WARRANTY; wi t hout even the inplied warranty of MERCHANTABI LI TY or FI TNESS FOR A
PARTI CULAR PURPCSE. See the GNU Lesser General Public License for nore details.

You shoul d have received a copy of the GNU Lesser General Public License al ong

with this software; if not, see http://ww.gnu.org/licenses/.
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